Censorship has a great impact on society as we enter the cyber environment. The
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I. Introduction Purpose
The Great Wall of China marked a period of time when the Chinese built a barrier against their enemies to defend their nation. A new barrier has been created, called the Great Firewall of China, which is a tool to censor all Internet activity coming into and out of China. A comparison will be drawn between the two to show reasons the Great Firewall may not be sustainable and how the Great Firewall of China may not be conducive to integration with free societies in a global economy. Many factors will be discussed related to censorship, human rights, democracy, and the global economy to make the case regarding the Great Firewall of China. This is important because China has had the largest economic growth than any other country in the past 25 years and their desire to be integrated with the global economy has brought great interest and tension to the global market.
This document will first outline the history of censorship in general terms and then discuss whether previous attempts were successful or not. Next, it will outline how China approaches censorship through the Great Firewall of China and their measures taken to ensure its success: politically, militarily, and financially. The third topic discussed will be the challenges that China faces through the authoritarian ideology in a global economy and whether it can be integrate successful with free societies. The next chapter will discuss the United States beliefs against censorship, the conflict with the current situation in China and what the U.S. should do regarding this situation that affects freedom, human rights, and the global economy.
The Great Wall of China
Several walls, collectively referred to as the Great Wall of China, were built since the fifth century BC. The most famous is the wall built between 220-200 BC by the first Emperor of China, Qin Shi Huang. Little of it remains, or it was much farther north than the current wall, which was built during the Ming Dynasty. The Great Wall at its peak was over 4,000 miles long and guarded by over 1 million men during the Ming dynasty.
The Great Wall of China was made of earth and stone and was built to protect
China from northern invasions (Booth, 2008) . The wall was constructed twenty five foot high, twenty foot wide and over 4,000 miles long when complete (Asimov, 1998) . The wall was constructed sporadically, starting in 221 B.C. during the Chin Dynasty, and ending in the 1500's during the Ming Dynasty (Shea, 1998) . Watch-towers were built every 200 yards and stood approximately 40 feet high (Booth, 2008) . The top of the watch-towers were used for Chinese soldiers to spot any enemy movement, and the bottom of the tower was used to store food and military supplies (Valencia, 1998) . The
Great Wall of China is the only man made object that can be seen from outer space with the naked eye (Booth, 2008) .
Dynasty Political Decline
Centralization of government produced disastrous results. It brought the fear that now the emperor could do what ever he wanted. The major problem with an absolute emperor had been recognized long before the Ming dynasty: concentrating power in the hands of the emperor would spell disaster if the emperor were incompetent or disinterested in government. While incompetent emperors could come and go, the prime minister could guarantee a level of continuity and competence in the government. The
Hong Wu emperor, wishing to concentrate absolute authority in his own hands, abolished the office of prime minister and so removed the only insurance against incompetent emperors (Hooker, 1996) . The Ming dynasty was one series of unremarkable, mediocre emperors. This led to public scandals and dissention in the government between scholars and corrupt officials.
Ming Dynasty Rebellion
The political decline of the Ming dynasty began as early as the fifteenth century, but rebellions did not break out in the empire until the seventeenth century. Burdensome taxes were levied on the common people of China, largely to pay for extravagances at court and military expeditions against the Mongols and the increasingly aggressive
Manchus. These taxes inspired rebellion, which led to a vicious circle of raising taxes to squash the rebellions through military force which required more taxes. The Manchus pressed their advantage (Hooker, 1996) .
The Manchus
The greatest threat to the Ming, however, was the Manchus in the north. The
Manchus were a stock of the Jurched tribe who lived in Manchuria. In the twelfth century, they founded a dynasty in Manchuria called the Chin ("Gold") dynasty; they were conquered a century later by the Mongols but became semi-independent during the Ming.
In the late 1630's, Abahai attacked North China; by this time, China was falling apart from rebellion. In 1998 the China Democracy Party was formed as one of the first true political opposition parties with global technical capabilities that could reach the masses via
Internet, email and paging systems. The Communist Party feared the CDP would breed a powerful new network that would be difficult to control (Goldman, 2004) . The CDP was immediately banned followed by arrests and imprisonment (Goldsmith, 2006 
II. Censorship
Censorship, defined by Encarta Encyclopedia, is the "supervision and control of the information and ideas that are circulated among the people within a society". In modern times, censorship refers to the examination of books, periodicals, plays, films, television and radio programs, news reports, and other communication media for the purpose of altering or suppressing parts thought to be objectionable or offensive.
Examples of objectionable materials can include things to be considered immoral or obscene or material of any format that can seem to be injurious to society and/or national security. Rationale for censorship can often boil down to the social institutions of the family, church, and state.
In the past, censorship was established in various institutional forms up to the advanced democratic societies but by the mid-20 th century, new social and societal attitudes weakened the strength of censorship in many democracies. In non-democratic societies censorship is a dominant and pervasive force, felt at all levels of artistic, intellectual, religious, political, public, and personal life. Hardly any act, expression, or relationship is exempt from official surveillance and accountability. (Konvitz, 2008) The Universal Declaration of Human Rights, adopted the United Nations General
Assembly in 1948, tries to set precedence to mitigate censorship in nondemocratic countries. The provisions of the declaration prohibit the interference with a person's home, family, privacy, or correspondence, and tries to provide the right to freedom of thought, religion, and expression without recourse. Thus, the worldwide struggle for human rights often involves problems of censorship as well as the fate of those dissidents who are its victims (Konvitz, 2008) . This will be discussed in greater detail in later chapters.
Early History of Censorship
Censorship can be traced back to ancient times. It can be found in many societies because based on customs, culture and society, there are norms of behavior that are found to be accepted, enforced, or hidden from the society. The history of censorship will focus democratic states, religion, and government which will lead into the next chapter regarding China's beliefs on censorship and their impact on the global economy.
Greek and Roman Censorship
In Athens, a cradle of democracy, Socrates preferred to sacrifice his life rather than accept censorship of his teachings. Charged with the worship of strange gods and with the corruption of the youth he taught, Socrates defended free discussion as a supreme public service. He was thus the first person to formulate a philosophy of intellectual freedom. Ironically, his disciple Plato was the first philosopher to formulate a rationale for intellectual, religious, and artistic censorship.
Plato believed that art should be subservient to morality; art that could not be used to inculcate moral principles should be banned. In the idyllic state described in The Republic, censors would prohibit mothers and nurses from relating tales considered bad or evil; and in his Laws Plato proposed that wrong beliefs about God or the hereafter be treated as crimes and that formal machinery be set up to suppress heresy (Konvitz, 2008) .
This led to the philosopher Anaxagoras' punishment for impiety. Books were burned, and repression and persecution took over in Athens. This was a small phase where persecution took place; normally the Greek democracy was open to freedom of speech.
In Rome the general attitude was that only persons in authority, particularly members of the Senate, enjoyed the privilege of speaking freely. Public prosecution and punishment, supported by popular approval, occurred frequently (Konvitz, 2008) . There was some religious tolerance toward other religions and cults during the Roman times.
Religious freedom was accepted as long as the Roman Citizens worshipped the imperial person or image. Those who did not worship the imperial person were persecuted for their religious beliefs.
Censorship in the Modern World
The 18th century marks the beginning of the modern period, with its emphasis on toleration and liberty-a beginning that reflects the influence of the Age of (Konvitz, 2008) .
Modern democratic countries believe in the principles that religious beliefs, forms of worship are strictly for the individual and that government should not intrude on their religious freedom. Democracies believe that there should be a separation from government and religion. Communist countries such as the USSR, where religion was not at all, or only grudgingly, recognized, and atheism was the established ideology (Konvitz, 2008) . The Communist countries did not allow for freedom of religion and often persecuted those of different beliefs.
Government Censorship
State censorship remained severe in the Soviet Union and other countries where Rating countries on a scale ranging from 1 (most free) to 15 (least free), a survey published by Freedom House in the late 1980s disclosed that 60 countries comprising about 2 billion people enjoyed the highest degrees of freedom (1-5). In these countrieswhich were concentrated in North America, Western Europe, Japan, Australia, and New Zealand-individuals generally had the right to bring about peaceful changes in government, enjoyed freedom of speech and press, and had free access to other mass communications. Another 39 countries with about 1 billion people received rankings of between 6 and 10. Finally 68 countries with roughly 2.1 billion people had forms of government that denied citizens most political and civil rights. (Konvitz, 2008) 
Authoritarian Regimes Censorship
Authoritarian regimes are finding ways to control and counter the political impact of Internet use. In Singapore, a long-standing semi-authoritarian regime is implementing
an ambitious yet carefully planned strategy, using a combination of legal, technical, and social measure to shape the development of Internet use (Rodan, 1998) . In military-run regimes such as Myammar, Burma, governments can curtail dissident communication by preventing popular access to the Internet and forbidding use of other mediums such as fax machines and satellite dishes (Kalathil, 2001) . And while much attention has focuses on the role of Internet-coordinated student protest in the downfall of Suharto in Indonesia, analysts have found it hard to draw a causal link between protestors' use of technology and regime change (Kalathil, Boas, 2001 ).
Current Problems and Trends
As can be seen throughout history, restrictions have been placed on individuals and societies to restrict the flow of information, freedom of belief, and freedom of religion. These restrictions have been successful for short periods of time. Censorship has many social impacts on society's religious, political, and economic freedoms and is increasingly difficult to control in today's new information age.
In the 20th century freedom from censorship has been the exception in the world.
The rule has been, and continues to be, repression, suppression, and oppression (Konvitz, 2008) . It may be a sign of progress that many countries say they are committed to liberty and that they oppose a policy of religious, intellectual, or political censorship.
Throughout time there are many examples where people either 1) know that censorship is taking place and don't care, 2) know that censorship is taking place and care about it, 3) don't know censorship is taking place and would care if they knew it was taking place, 4) don't know censorship is taking place and wouldn't care if they knew about it. Any of these situations impact how aggressive a society will fight to overcome the censorship against its society.
The trend is that over time censorship will be overcome by the will of the people as the society develops into a diplomatic state with the focus on freedom. This is no easy process. In history it can take decades or centuries to change the political beliefs of a society but in today's world with the vast availability of information and technological advances it is difficult to enforce censorship. Diplomatic states are very involved to ensure that human rights issues are not overlooked and that freedom is promoted worldwide.
Finally, the Internet has the potential to challenge the stability of authoritarian regimes. In cases where Internet use appears threatening, states will respond and even try to preempt these challenges, seeking to maintain control over the Internet as they have with other media in the past. These responses are likely to involve a combination of two types of strategies: reactive and proactive. Reactive strategies are the most visible, involving direct efforts to counter or circumvent the potential challenges outlined above by clamping down on Internet use. Included in this category are strategies such as limiting access to networked computers; filtering content or blocking Web sites with software tools; monitoring users' online behavior; or, even prohibiting Internet usage entirely (Kalathil, Boas, 2001 ). Now we will talk specifically about China's approach to censorship.
III. China's Approach to Censorship
The (Xiao, 2007) . Also, a related and even more phenomenal growth in the mobile phone market in China has taken place. Currently there are more than 440 million mobile phone users in China, many of whom carry phones with wireless and text messaging (Xiao, 2007) . Recent indications state that China has overtaken the United States in total number of Internet users.
Political Controls
Since the introduction of the Internet in China, the government has been very ambivalent towards this new force in Chinese society: on the one hand, it considers both the Internet and Information and Communication Technologies (ICT) generally as essential parts of the country's economic development, and has actively (and successfully) supported online businesses and e-government projects. On the other hand, it has consistently and tirelessly worked to improve and expand its ability to control online speech and to silence voices that are considered too provocative or challenging to the status quo (Xiao, 2007) .
In early offices at the provincial and city levels have also been established. Every provincial and city government has "information and publicity" offices, as lower level counterparts to SCIO's national-level Bureau. All of these offices together comprise a vast and rather effective network that monitors online information and controls online content. The SCIO is also responsible for China's "perception management" to the international community (Xiao, 2007) . Internet control policies; together with the MII, developing surveillance and encryption technologies; monitoring online content; forbidding non-media websites from using reporters and publishing independent news content; preventing foreign capital from controlling mainland media; strictly reviewing the licensing process for Internet companies and websites, particularly focusing on information which potentially "threatens national security"; preventing people from using the Internet to organize and mobilize collective actions; and finally, blocking certain overseas online content (Xiao, 2007) .
Internet Censorship Techniques Government
As discussed in previous section, many state agencies control the Internet in China. 
E-mail
The Chinese keep a close eye on communication tools such as e-mail. E-mail is filtered by service providers. The method is based on the same technology that blocks spam. Body text and subject lines are scanned and blocked if anything objectionable is found.
Keyword
Chinese search engines monitor content by keyword and remove offending Web sites. When people request banned content through Chinese search engines like Baidu and Yisou, the filtering system disconnects them.
Blogs, discussion forums, and bulletin boards are very popular in China. They're heavily filtered by keyword blocks. Blogs' service providers do not let posts with certain words be published, and blogs are also censored manually.
Here's a short list of keywords that will trigger the filtering system and block access to content: Revolution, Equality, Freedom, Justice, Taiwan, Tibet, Falun Gong, Dissident, Democracy, STD, and Human rights.
URL/Domain name
Internet content is also filtered by domain names and URLs, or Internet addresses, which are blocked if they contain words or combinations of letters similar to those on the list of blocked topics.
IP Addresses
Blocking by Internet Protocol (IP) address creates even stronger barriers to information. Because a Web site can be reached by a URL or an IP address, China blocks both with technology and tricks such as TCP connection termination and "ZeroWindow" condition.
Web sites
The Chinese government blocks Web sites of some Western media outlets and human rights organizations --and any it deems politically or socially harmful. Chinese people trying to access information related to Taiwanese and Tibetan independence, the Dalai Lama, Tiananmen Square, SARS, opposition political parties, and anti-Communist movements will find themselves out of luck. Information about any group that can organize large numbers of people is considered threatening.
IV. China's Big Challenges Potential Challenges
Despite disagreements within the government as to strategy, the top leadership continues to see the development and promotion of the Internet in China as a tool for economic development, with the understanding that at some level this modernization will help consolidate popular support for the current regime (Kalathil, 2001 ). Yet as the Internet develops in China, its interactive nature implies even greater challenges in balancing economic potential and political control. China's big challenge is maintaining control over the Internet's political impact through reactive and proactive strategies.
States proactively guide Internet development and usage to promote their interests and priorities. While reactive strategies respond to existing or potential challenges of Internet use, proactive strategies attempt to develop an Internet that is free from such challenges while also extending state authority. These strategies may involve efforts to distribute propaganda on the Internet, both domestically and internationally; build statecontrolled national Intranets that serve as a substitute for the global Internet; implement e-government services that increase citizen satisfaction with the government; and even strengthen state power on an international scale by engaging in information warfare, such as hacking into Web sites and spreading viruses. In addition, governments may harness the Internet to serve economic development goals, with an understanding that economic growth and a general increase in the standard of living may also help shore up public support for the current regime.
Reactive State Responses
Most of the speculation about the Internet's political effects in China concerns its impact on the mass public. Because it allows access to multiple sources of images, news, and ideas some believe the Internet can challenge state hegemony over the distribution of information and ideologies. (Taubman, 1998) In response to international uses of the Internet for political advocacy, China has engaged in its own propaganda campaigns, posting counter-information on government and government-sponsored Web sites to influence both domestic and international opinion. Overseas practitioners of Falun Gong also contend that the Chinese government uses information warfare techniques -such as hacking into Web sites and spreading viruses -to disable and discredit their organizations (Kalathil, 2001 ).
Finally, the Chinese state faces a number of internal challenges to Internet governance. At present, over twenty party and government organizations consider the Internet part of their bureaucratic domain, and both local and national arms of state bureaucracy have commercial interests in promoting the new technology (Goodman & Foster, 1999) . Power struggles and turf-grabbing by various ministries have at times curtailed the state's ability to effectively govern the Internet. In addition to these conflicting interests, inefficiencies and lack of communication among bureaus can also hamper effective state control of the medium (Mazurkewich, 2000) . In part, the state's response to its own internal divisions has been a reactive one, as the top leadership seeks to consolidate ministries and curtail local decision making. But the state is also responding to these internal challenges by implementing a number of proactive egovernment strategies, as detailed below.
Proactive State Responses
China's reactive methods of controlling the Internet have received the most international attention, but the leadership has also developed a number of equally significant proactive strategies designed to leverage the Internet to strengthen the Chinese state. Through both overt measures (such as e-government procedures and the design of a nationwide Intranet) and more subtle means (such as channeling online discourse in ways that support the regime), the Chinese state has shown that it can use the Internet to enhance the implementation of its own agenda.
In addition to distributing propaganda on the global Internet, China is reviving the idea of a national Intranet, which will be designed to substitute for the global Internet by providing online services paired with acceptable content (whose exact nature has yet to be detailed) for Chinese citizens (Kalathil, Boas, 2001 ). Even though this plan has been discussed for years, the emphasis that has been put on the Great Firewall shows the state's worry and continued efforts to stop the infiltration of foreign ideas.
Another proactive strategy is the promotion of Internet development in the hopes that economic modernization will increase the regime's popularity and political legitimacy. As Yi Feng has argued, the likelihood of short-term political upheaval is lower in authoritarian regimes that are perceived to have increased living standards and promoted economic growth (Yi, 1997).
Finally, the Chinese government is developing a strategy for information warfare that will allow it to more effectively project its power on an international scale. Recent writings Chinese military specialists show that China is increasingly focusing on "asymmetric warfare" options, including guerrilla war and cyber attacks against data networks (MacDonald, 2004) . In recent years, U.S. experts believe that China is willing to reduce its standing army while increasing its reliance on a "multitude on information engineers and citizens with laptops instead of just soldiers" (Thomas, 2004 
Mass Public
The common people of China can impact the governmental controls of the Internet and the effects of Censorship. Exposure to outside ideas and images from diplomatic societies can lead to rebellious attitudes to seek ways to get around the Internet censorship and eventually lead to political changes, if not an outright regime change. This would not be an easy process and will take a sustained, long-term effort.
Civil Society Organizations
Many social organizations put great pressure to change the rules that an authoritarian state puts on there people, especially when it involves human rights issues.
Organizations such as Human Rights Watch Organization continue to fight for the rights of the people of China.
Global Economy
With the great efforts China is making to engage in the global economy, they are pursuing ways to effectively utilize the internet to their economic advantage. Here may be the biggest problem that China will face trying to keep their Great Firewall functional.
The pursuit of the global economy and the potential for economic growth can place forces on the society to challenge the governmental controls (Lehrer, 06) .
International Community
The international community can put political and economic pressures on China to loosen up their governmental controls to encourage fair trade and to eliminate perceived human rights violations. This can be done through many different measures such as imposing sanctions and trade embargos. One hundred and fifteen million Chinese go online only to find that the government uses filters to block sites that provide information about democracy or the uprising in Tiananmen Square or dissident groups. In order to get around those restrictions, more than 100,000 Chinese uses Ultrareach and other technologies every day, which in turn has led authorities to fight back, inventing new technologies and buying foreign programs to foil the anti-censorship software.
Proxy relays
People use proxy relays to get around Internet filtering and monitoring. A proxy server acts as a buffer between a Web browser and a Web server. Proxy manipulation allows users to connect to the Internet through servers based abroad.
Software
Many different kinds of software allow users to surf the Internet anonymously and protect their privacy. The so-called anonymous communications systems hide a user's identity from the content provider.
Circumventors
Web-based circumventors are special Web pages in which a user can enter a blocked URL in a special form and press the "submit" button. The circumventor pulls the content and displays it. With a Web-based circumventor, no software has to be installed and no browser setting must be changed.
Tunneling
Tunneling allows a user in a censored location to access information through a tunnel to a computer in an unfiltered location. All requests run through an encrypted tunnel to a non-filtered computer, which forwards requests and responses transparently.
Both private and commercial tunneling services are available.
Other techniques
Many other creative techniques bypass censorship. Another well-known method of ad-hoc circumvention is accessing Google's cache. Google's cache function sends search requests to its regular servers and not to the blocked source's servers.
Mass Public
On the Berkeley campus of the University of California, Xiao Qiang directs the China Internet Project and advocates for a freer Internet policy. Qiang says the Chinese government encourages the use of the Internet for its economic benefits in a global economy. On the one hand, we see this very rapid development of the Internet infrastructure, the practices. And on the other hand, we also see these unprecedented, enormous resources being put into the control, the filtering, the monitoring, the censorship, and surveillance, what we call altogether China's great firewall.
"The Chinese have a millennial tradition of censorship and of literary inquisitions. Frederick Wakeman, professor of history and Asian studies at Berkeley, says the Chinese have long tried to limit information, and rebels have always tried to circumvent censorship. He thought the Internet might change things. I think, when it first appeared, we thought, well, this is going to open up channels of communication that the Chinese themselves cannot control. I can remember, back in the days when the fax machine was first introduced, and I would send a fax from Peking, and there would be a Chinese security officer at my elbow to make sure the fax was secure. They had enough manpower to do that. Now, they obviously are trying to extend that into the area of the Internet, which is much more difficult. The Chinese will find ways to get around it. There are also people that use circumventers to get around the Great Firewall."
V. What should the U.S. do? National Security Strategy
The National Security Strategy of 2006 goal is to seek and support democratic movements and the institutions in every nation and culture, with the ultimate goal of ending tyranny in our world.
First pillar is "promoting freedom, justice, and human dignity -working to end tyranny, to promote effective democracies, and to extend prosperity through free and fair trade and wise development policies". A key component of this is to "Champion aspirations for Human Dignity". The United States Government will work to advance human dignity in word and deed, speaking out for freedom and against violations of human rights and allocating appropriate resources to advance these ideals.
Another pillar of the National Security Strategy is to "Ignite a new era of global economic growth through free markets and free trade". The final pillar of the National Security Strategy that will be discussed is the need to "Engage the opportunities and confront the challenges of globalization".
In authoritarian regimes the state has played a strong role in the development and control of the mass media which carries right into the internet development of the Chinese people. In contrast, democratic governments find themselves struggling to impose effective regulation and over sight over the same medium.
The Internet poses unique challenges for those who would try to hamper free expression as well as for those who campaign to defend it. Because the technology for disseminating information has evolved so quickly (now including increasingly sophisticated peer-to-peer networks for sharing data), legislation finds it hard to keep up with the possibilities for expression made possible by this medium. However, security devices, sometimes implemented in conjunction with government efforts to suppress free speech, as in the case of China's "Golden Shield", can limit user' access to certain kinds of content and make startling infringements on their privacy (NCAC.ORG, 2008) . So what, if anything, should the United States do in regards to China's Great Firewall and censorship issues?
Censorship in the United States
When the American colonists drafted laws before 1776, they borrowed from English precedents regarding personal rights and liberties but went far beyond Great Britain in the fields of freedom of religion, speech, press, and assembly. After the American Revolution and the adoption of the U.S. Constitution, these freedoms were guaranteed in the Bill of Rights, the first ten amendments to the Constitution (Konvitz, 2008) . Although it is not explicitly stated our personal rights and freedoms extend to protection from censorship. The First Amendment, in broad terms, forbids Congress from enacting laws that would regulate speech or press before publication or punish after publication.
There is a growing consensus among politicians and pundits in the United States that the Internet poses an insurmountable threat to authoritarian regimes. President Bush has asserted that the Internet will bring freedom to China, while Secretary of State Colin Powell recently stated that "the rise of democracy and the power of the information revolution combine to leverage each other." Members of the Clinton administration were also prolific proponents of the idea that the Internet is inevitably a force for democracy.
Business leaders and media commentators usually concur, and voices to the contrary have been few and far between (NCAC.ORG, 2008).
A flourishing "marketplace of ideas" is one of the great goals of the First Amendment. It is jeopardized today by an environment of government secrecy that denies the public and even lawmakers access to information necessary to make sound decisions. Without question, some information must be safeguarded in the interest of national security. Nevertheless, review by courts or legislators are essential to ensure that national security is not invoked unnecessarily, or merely to keep potentially incriminating or embarrassing conduct under wraps. Some recent revelations justify public skepticism (NCAC.ORG, 2008) .
US Companies/Issues
In the last two decades, the Internet has grown at an incredible rate and has rapidly become more accessible to people of all walks of life, throughout the world.
Google now claims to index over 3 billion Web sites. It is no surprise, then, that the "information superhighway" has become an especially heated battleground for free speech (NCAC.ORG, 2008) . Google and Yahoo! have both made configuration changes to comply with China's filtering practices and to comply with the local laws.
Yahoo!
The revelation comes a day after one of the major internet players, Yahoo!, asked a US court to dismiss a lawsuit accusing it of complicity in human rights abuses in China.
The World Organization for Human Rights is suing Yahoo! for sharing information about its users with Chinese state officials. Information gathered from Yahoo's Chinese subsidiary has led to the arrests of writers and dissidents, including journalist Shi Tao who was tracked down and jailed for 10 years for subversion after his e-mail and IP address were passed to the Government. Yahoo! maintains it has no case to answer as it must comply with local laws. Many websites are eliminated from Yahoo! and Google in China, but both argue it is better to offer Chinese users some information than none at all (Groves, 07) .
Yahoo! executives respond consistently that search engine filtering is done in compliance with Chinese law, and that there is no alternative other than not doing It's not just Yahoo! that has come under scrutiny for its Chinese operations, though. Both Microsoft and Google have also endured their share of criticism for decisions each has made to give in to government-ordered censorship. These companies are trying to walk a fine line between offending the Chinese government, on the one hand, and offending the American government on the other. The US Congress has gone so far as to hold hearings on the issue, though so far has done little to hinder US businesses in China. Because Yahoo's actions have led to jail time and not simply censorship, the company has received the most criticism and is regularly asked about its practices in China. The general response from Yahoo! is that it has to comply with local laws, just as it does in the US, and that even a censored Internet is better than no Internet at all. Yahoo! CEO Terry Semel reiterated that stance in a recent New York talk. "You have to get whatever news you possibly can into China as opposed to pulling back," he said. "Will they be edited? Yes. Should you go home? No." He went on to say that Yahoo! cannot change Chinese policy and that it needs help from the US government to do so. Unfortunately, much of the news available inside China is heavily censored by the countries so-called Great Firewall, and Xinhua, the country's offical "news" organization; generally does little more than rehash wire reports and Communist Party press releases from a pro-government perspective (Anderson, 06) . Google's CEO Eric Schmidt explained that Google's decision to launch a censored service was the result of a great deal of internal wrangling within the company, but that ultimately Google executives concluded that censorship was necessary for Google to provide more and better service to Chinese Internet users. "We concluded that although we weren't wild about the restrictions, it was even worse to not try to serve those users at all," he said. "We actually did an evil scale and decided not to serve at all was worse evil." (Sullivan, 06) .
Cisco
Cisco Systems has been integral to China's Internet development. Its router equipment, which reportedly provides no anonymity or encryption and was specifically designed for China, is in the core of the nation's surveillance of the Internet. (Stirland, 2008) The document is the first evidence that the networking giant has marketed its routers to China specifically as a tool of repression. It reinforces the double-edged role that Americans' technological ingenuity plays in the rest of the world. (Stirland, 2008) 
Global Economy
An open-market system certainly doesn't mitigate against a more open society and open political environment, but one would be somewhat naive to assume that, ipso facto, it leads to it. News reports say the Chinese employ at least 30,000 Internet police. And according to human rights groups, between 42 and 87 people have been jailed for Internet crimes. In the past twenty years of economic reform, it has not led to certain kinds of critical political openness. So, there are other elements that need to be brought online, and that's the willingness of leaders to be able to have countenance for political reform and they're very wary of it because they are trying to maintain social stability in China.
They see an open media, a greater quotient of rights, as being a real threat to their ability to keep economic progress going and to keeping the society as a whole on a relatively even keel (Sources, 2006) .
Chinese Military
The Chinese military doctrine critically centers on the traditional superiority of a people's war. As China once again strengthens its people's war, this time it is not drawing in the enemy to the mainland, but without contact, intangibly fighting, with offensive character in the information space (Ryou, 08 ).
China's goals are more subtle but no less dangerous. Although the Chinese government has denied involvement in this latest round of attacks, government officials last year published a report entitled "China's National Defense in 2006" that states China is pursuing a three-step development strategy to modernize its national defense and armed forces that includes building "informationized armed forces" capable of winning "informationized wars" by 2050.
The potential for information warfare was a key component of the U.S.
Department of Defense's report to Congress earlier this year analyzing China's military capabilities. China views the acquisition and effective distribution of data as crucial to its ability to optimize "materials, energy and information to form a combined fighting force" and to apply "effective means to weaken the enemy side's information superiority and lower the operational efficiency of enemy information equipment," the report says (Greenmier, 07).
VI. Conclusion
It is widely believed that the Internet poses an insurmountable threat to authoritarian rule. Although some political science scholars believe that authoritarian regimes are finding ways to control and counter the use of the Internet, the pressures and influence of the international community, political pressures, expansion of the global economy, and maybe most importantly, the people of China will greatly influence the control of the Great Firewall of China. The U.S. has many factors to consider in how it handles relations with the Chinese government. First, the U.S. must decide if the Great Firewall possesses a threat to our national interests. Then the U.S. must decide how to deal with China's censorship and human rights violations while China engages the Global Economy. Finally, The U.S. needs to enforce laws on U.S. companies that choose to do business with China and directly assist and enable the censorship and human rights violations of the Chinese people by doing business with the Chinese government without concern of legal prosecution.
The Great Firewall of China is currently rather effective but through technological advances and the will of the people, the Chinese and the international community will find ways to overcome the effectiveness of the Great Firewall. 
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ABSTRACT
Censorship has a great impact on society as we enter the cyber environment. The Chinese "Great Firewall", as it is commonly called, brings great attention to China as they enter into the global economy. The Great Firewall is one approach China tries to censor their people. Many techniques are used to establish this cyber boundary such as: firewalls, real-name internet registration, filtering, political controls, police actions and governmental controls. These controls are being challenged by Chinese nationals through the mass public, technology, and software. There are many political, diplomatic, international, and non-governmental organizations who continue their efforts to minimize the effects of the Great Firewall. The United States finds itself in a unique situation trying to eliminate human rights violations while encouraging freedom. Some United States companies find themselves in a moral dilemma; accept the Chinese requirements to do business which may include supporting censorship and human rights violations or to eliminate doing business with the Chinese and missing out on a great financial opportunity.
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